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Overview

• What is static analysis
• What are the tools
• Analysis of the OpenAFS code base



What is static analysis

• Static analysis is performed by 
analysing the source or object 
code of a program
– as opposed to dynamic analysis, 

which is done by analysing a running 
program



What are the tools

• Manual code reviews
• Automated tools

– Enhancements to compilers
– Standalone utilities



Manual Code Reviews

• Traditional 
method

• Gerrit 
reviews
– More than 

one set of 
eyes

– “voting”



Enhancements to compilers

• GCC 8/9, clang
– Truncation using string functions
– Alignment errors
– Some pointer operations
– Detecting out-of-bounds on arrays
– format overflows and truncations



Compiler checks

• --enable-checking on configure
• compilers are getting “better” on 

reporting errors



gcc compiler warnings

 



Standalone utilities

• Clang’s static analyzer - scan-build
– part of Clang
– Suite of checkers:

• Core language features and general 
purpose checks

• Dead Code
• NULL dereferencing
• Security
• Unix/POSIX APIs



clang scan-build

 



clang scan-build

 



clang scan-build

 



Standalone utilities

• cppcheck
– variable checking
– out of bounds conditions
– depreciated functions
– memory leaks
– resource leaks
– stylistic and performance errors



cppcheck

...

[src/rxgen/rpc_parse.c:2208]: (warning) %u in format string (no. 3) requires 'unsigned int' but the 
argument type is 'signed int'.

[src/rxgen/rpc_parse.c:2208]: (warning) %u in format string (no. 5) requires 'unsigned int' but the 
argument type is 'signed int'.

[src/rxgen/rpc_parse.c:690] -> [src/rxgen/rpc_parse.c:696]: (style) Variable 'tailp' is reassigned 
a value before the old one has been used.

[src/rxgen/rpc_parse.c:818]: (style) The scope of the variable 'defp' can be reduced.

[src/rxgen/rpc_parse.c:972]: (style) The scope of the variable 'typecontents' can be reduced.

[src/rxgen/rpc_parse.c:997]: (style) The scope of the variable 'typecontents' can be reduced.

[src/rxgen/rpc_parse.c:1175]: (style) The scope of the variable 'noofparams' can be reduced.

[src/rxgen/rpc_parse.c:1175]: (style) The scope of the variable 'i' can be reduced.

[src/rxgen/rpc_parse.c:1245]: (style) The scope of the variable 'i' can be reduced.

[src/rxgen/rpc_parse.c:1347]: (style) The scope of the variable 'defp1' can be reduced.

[src/rxgen/rpc_parse.c:1557]: (style) The scope of the variable 'i' can be reduced.

[src/rxgen/rpc_parse.c:1944]: (style) The scope of the variable 'defp' can be reduced.

[src/rxgen/rpc_util.h:62] -> [src/rxgen/rpc_parse.c:1528]: (style) Local variable zflag shadows 
outer variable

...



Standalone utilities

• infer
– null pointer problems
– memory leaks
– coding conventions
– system APIs



infer

src/bucoord/config.c:98: error: NULL_DEREFERENCE

  pointer `tentry` last assigned on line 97 could be null and is dereferenced at 
line 98, column 5.

  96.       /* tlast now points to the next pointer (or head pointer) we should 
overwrite */

  97.       tentry = calloc(1, sizeof(struct bc_hostEntry));

  98. >     tentry->name = strdup(aname);

  99.       *tlast = tentry;

  100.       tentry->next = (struct bc_hostEntry *)0;

src/afs/afs_cell.c:108: error: UNINITIALIZED_VALUE

  The value read from code was never initialized.

  106.          timeout);

  107.   

  108. > if (!hostCount || (code && code != EEXIST))

  109.       /* null out the cellname if the lookup failed */

  110.       afsdb_req.cellname = NULL;



infer

Summary of the reports

  UNINITIALIZED_VALUE: 681

           DEAD_STORE: 325

     NULL_DEREFERENCE: 188

          MEMORY_LEAK: 173

        RESOURCE_LEAK: 20

       USE_AFTER_FREE: 1



Analysis of the OpenAFS code base

• “static-analysis” topic in OpenAFS 
Gerrit
– Analysis and patches by Pat Riehecky

• Memory and resource leaks
• NULL pointer dereferences
• Problems with “printf” format strings
• Boundary conditions (arrays and strings)
• Uninitialized variables
• Dead code

– 25 commits, 19 pending merge



Commits pending approvals



Improving the code base

• Continued code reviews, adding 
more eyes.  
– Automated tools can’t catch 

everything
• Integrate automated checks into 

commit and build processes
– adding analysis checks into the 

buildbot workers


